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1. Introduction 
 

Nowadays, the increased complexity of distributed 

systems accentuate the need to use modern component 

based technologies like Java Beans, .Net, or Corba based 

component implementations, as well as emerging active 

network architecture technologies. On top of these 

technologies, diverse services are developed and deployed 

into execution environments scattered on a network. The 

matter with that is, on one side the emerging difficulty on 

managing and controlling of services developed by 

different service providers and, on the other side, the 

problems generated by deployment of services onto 

environments installed on diverse networks and provided 

by different vendors. 

The complex interactions between components can 

obviously lead to an unpredictable weakness in the 

performance of the system. Malfunctions or failures inside 

of any of these components can always occur, fact that 

may affect the system activity. Testing during the 

development phase only demonstrate the conformance to 

the system specification. A challenge is the testing of the 

whole system in the production phase with the aim to 

monitor the system in condition of dynamically changes.  

We have developed a methodology, called �����	

7	�����! for testing under realistic operating conditions, 

the behaviour of all elements involved in the distributed 

system. This helps us to determine and control exactly 

what is happening within the system at any time during its 

operation.  

Distributed application components of the tested 

system are modified to produce events of interests at the 

critical points considered at different levels of inspection. 

The test system collects, manages and interprets the events 

according to predefined patterns of events derived from 

the specifications of the system that is being tested. The 

patterns of the events are described by means of test cases. 

To demonstrate experimentally the applicability of our 

concepts we focused on a case study in which an active 

network is tested. To implement our online test system 

some technologies were selected. In this respect, a 

challenge was to find an adequate technology to 

implement the online test cases. Even though, the TTCN3 

[24]  testing language was designed for off-line testing, we 

found that many concepts and features could be adapted 

for on-line testing.  

In this paper we present our work on defining the 

concept framework for online testing and a prototype of 

an online test system able to test online an active network. 

Section 2 presents other works in this direction. In section 

3 our architecture and concepts for online testing are 

revealed. Section 4 gives details about the data flow 

between the components of the test system and their 

interfaces. Section 5 discusses about the case study we 

defined to evaluate the usefulness, possibilities and 

limitations of our prototype. Section 6 deals with the 

technologies we used to enable the functionality of our 
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system. Section 7 concludes with a summary of this work 

and proposes some new research directions. 

 

2. Related Works 
 

At network level, monitoring systems are widely used 

to validate different aspects: security, connectivity, 

vulnerabilities, authenticity, resource availability etc. A 

large number of tools for network measurements and 

monitoring are available, but the general problem is that 

each one instantiates a proprietary architecture and some 

protocols. In this section, we are interested only in 

projects, which propose generic architectures and 

solutions for monitoring and testing able to integrate 

miscellaneous components communicating over standard 

interfaces and protocols. 

Several projects address the online testing area, at least 

particularly, for some components of the architecture. In 

general, other works focused on network level (e.g. 

monitoring tools), but some attempts were made also at 

the application level [14] where a flexible and generic 

approach for a fault management system driven by 

policies is presented. For Grid environments, the DMF [8] 

work aims at designing a Grid monitoring system able to 

do performance analysis and fault detection. They 

elaborated a general architecture for monitoring and 

identifying the main components piecing the monitoring 

system.  In [23]  [21] the JAMM monitoring system is 

described, which is an agent-based system that automates 

the execution of monitoring sensors and collection of 

event data. Another important project, Dasada [6]  

proposes an integrated infrastructure to provide assurance, 

dependability, and adaptability for critical mission 

systems. The Cadenus [3]  project envisions an integrated 

solution for the creation, provisioning composition and 

validation of services. The scalability and performance 

problems are addressed in [21] where an SNMP-based 

distributed monitoring system for network area is 

described. 

 

3. Online Testing Concepts and Platform 
Architecture 
 

When considering the task of testing a distributed 

system it is necessary to provide a model of the tested 

system and a definition of the aspects to be tested. Any 

meaningful definition of 
��������
	
 �	�����
 requires a 

specification of the behavior (or performance) of the 

����	�
 ��+	�
 �	��
 (SUT), given by a complete system 

description or — more likely for the particular type of 

systems considered in this paper — by an (incomplete) set 

of ��	

��	�
or �	��
������	s. In either case, a notion of an 

entity that is subject to testing activities has to be included 

in the system specification, usually by defining its 

interfaces. In classical non-distributed testing, this 2��
,

2�5
is just the SUT itself, but for distributed systems it is 

appropriate to consider a set of 
�����	���
 ��+	�
 �	��

(CUTs) interacting by asynchronous or synchronous 

exchange of messages (communication protocols or e. g. 

RPI), and run in specified 	5	
�����
	�0�����	��s (EEs).  

Conceptually, Online Testing method involves 

identifying and testing the behavior of the SUT at runtime, 

behavior that is defined within its requirements. Online 

testing is an approach for “gray-box” testing since some 

knowledge about the SUT is obviously required.  

One of the most important conceptional needs is to 

capture the subsequent changes in the state of the SUT. 

We define online testing in the context of a SUT 

composed of many execution environments (EE) where 

services or components (C) are deployed. The life of a 

component consists of several ����	�.  Basic examples of 

those phases are +	�����	��, ��	������, and �	��0��/ 
Each phase consists of a number of ��	��/ With each step, 

an event is associated that indicates that the particular step 

has been performed successfully or not. We call a 

description of phases and steps of the life cycle of a 

service a �������. Testing of a component means the 

observation and (in case of unsuccessfully performed 

steps), the control of missions. 

Online testing supposes collecting of a large amount of 

information about the tested system by means of events. 

Events are observed by interacting with the system under 

test in several ways; how this interaction is performed can 

be characterized by so-called ������
 ��
 
������
 ��+

�2�	�0�����
(PCO). A PCO is an interface that allows the 

monitoring of a certain CUT. PCOs can be classified as 

follows: (1) ���	���
	
 ������!
 the communication inter-

faces of components, (2) ���,
 ������, located at inter-

component links to capture message exchange, (3) �	��

���	���
	
 ������, special interfaces designed for test (or 

management) purposes, (4) 	�0�����	��
 ������, to 

monitor the provision of the execution environment for 

some components (i.e. deployment, communication set-up 

and removal), and (5) 	5�	����
 ������, to extract 

information about the executing environment itself.  

In classical non-distributed off-line testing, PCOs of 

type (1) and (3) are used, PCOs of type (2) are used in 

dedicated set-ups for interoperability testing e. g. for net-

work component evaluation, but since the execution 

environment of CUT are subject to test activities only in 

the on-line case, PCOs of type (4) and (5) are novel in our 

approach. 

A conceptual framework for online testing includes: (1) 

�������	�������
��+
���2���
����	�!
�8�
�����	
�	��

��	�

��7��!
 ���
 ����	�
 ��+	�!
 �9�
 	0	��
 ��2��
�����
 ��+

���������
and
�#�

������������

�������	�/
Additional!
�:�

�������
 �	
������
 is used which transforms the 

collected data into visual data.
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In Figure 1
shows the architecture model derived from 

online testing concepts. Any OTS must instantiate this ar-

chitecture. 
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����������	��������������������������	�
�������
�������
Here are presented the elements of online testing architecture, 

derived from the concepts framework.  Probes interact with SUT 

and extract informational units relevant for testing purposes. 

These units are distributed over the event middleware to the 

other components. 

Next, we present the components of the Online Testing 

Platform. This enumeration is made from the conceptual 

point of view, since only their specification and 

functionality is presented and since we do not refer to any 

underlying technology. 

 

�����
. The observation of a distributed system is one 

of the main requirements for online testing. Detection of 

faults, low performance or malfunctions in a large 

distributed system depends on the quantity and quality of 

the collected information about the running system. The 

monitored system must be carefully instrumented with 

probes in the points where the observations should be 

made, with code able to extract such information. This 

task can be done either manually by extending the SUT or 

by using specialized instrumentation tools. 

Probes are, basically, pieces of software dedicated to 

collect events and information from the SUT about the 

functional aspects of the components within the execution 

environment. To improve the performance of the OTS, 

probes may perform computations on the data collected 

within the SUT and report only the results of the 

computation.  

There are two types of probes:  

������	��
 ��+	�	�+	��
 ���2	� which are deployed for 

monitoring of any component. They address general 

aspects in the behaviour of the components (i.e. changing 

of functional phases: deployment, operation etc.). 

������	��
 +	�	�+	��
 ���2	� which are deployed to 

monitor aspects particular to a component with a certain 

functionality (i.e. firewalls). 

 

�� �����
. Online testing can be performed �����0	�� or 

�
��0	��. ;����0	 stands for testing without affecting the 

SUT. The data that we evaluate is that already existing in 

the SUT. In contrast, �
��0	 testing supposes involvement 

of the Test System in the SUT activity and implies 

generation of relevant testing data.  

��<	
����
 are specialized instruments able to stimulate 

the SUT so that different aspects of its functionality can 

be tested. In their absence, any particular functionality 

aspects cannot be tested in conditions of normal 

execution. However, introducing test data into the SUT 

influences its performance and therefore it should be 

applied carefully. 

The most useful way to use injectors is to inject faults 

in the distributed system. This technique allows the test 

system to detect such errors under real operating 

conditions (i.e. services are not available, software 

components are wrongly deployed etc.). 

�������	�
���

�
. The on-line test cases (OTC) des-

cribe behavioral aspects of the SUT by means of certain 

patterns of events. OTCs validate and control the 

predefined and expected sequence of events and notify 

errors in the case of not corresponding behavior.  

Elaborating of online test cases for distributed system 

faces the problems generated by the parallel activities 

performed in the tested system. In large the behavior of a 

system is a collection of states and a sequential 

representation would require all possible interleaving 

threads, which is practically impossible. Therefore, we 

aim at identifying only particular behaviors, which are in 

general considered critical.  
  
��������
����� ����������. Some coordination inside 

the OTS is needed. A controller, that on top of admin-

istrator-defined policies manages the activity in the test 

system, provides this functionality. Technologically, this 

component is considered a workflow manager, which 

enforces in the test system the administrator management 

decisions. It controls also the creation and removal of the 

other components created on the fly during execution 

(probes, online test cases) 

��������
����� !�
. A communication bus realizes 

all the distributed communication functions. It must be 

able to handle the large amount of events circulating 

between subscribing components.  A few requirements for 

the communication bus are: 

It must provide an easy ��2�
�������
�	
������. The test 

system consists of a great number of components, which 

subscribe to the communication bus from different 
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machines. A component joining the bus is interested only 

in particular events depending on their content. The bus 

must be able to distribute all the events of interest to a 

component.

A component can send a message to a group of 

components. The communication middleware must 

provide the concept of group of listeners (e.g. probes, 

OTSs). In particular, one component may be present by a 

group containing just this component/

Besides these requirements, one more demand is to 

have a standard communication protocol. It must consist 

of flexible and generic communication messages able to 

transport any type of data.  

 

��
���� "����. Within the OTS some knowledge 

about the SUT is required. This information is specified 

statically in a database and is used to configure the OTS. 

Any changes in the structure of the SUT (either new 

components are deployed into a node or new execution 

environments are going to be tested) are updated also in 

this base. The information stored within this base must 

cover also configuration parameters of the gauges, test 

cases and probes.

Another task of the system model is to store 

information regarding the dynamic behavior of the SUT. 

This repository manages all the events that are monitored 

by probes and collected by OTCs.  It is very important to 

store event data, since OTS must be able to make complex 

historical analysis, evaluate SUT’s performance or 

perform statistical analysis. Sometimes it may be 

necessary to make predictions against the functionality of 

SUT in order to deploy new probes.  
 

#
���
. The gauges are software components, which 

hook into the communication bus and listen to the 

circulated events, with the main goal to represent and keep 

up to date an abstract view of the tested system, which 

may be reported to the service administrators. Since any 

visualization of the status of the SUT requires also infor-

mation about its structure, transactions with the event 

archive and system model bases may also be possible. 

 

4. Interfaces and Data Flow 
 

Having presented the architecture and the conceptual 

framework, we now present the interaction and data flow 

among the components.  

The flow of the operations made in the OTS starts with 

the 
������������
 �	3�	��� that are created by the 

configuration controllers. The configuration controllers 

permanently interact with the system model base where 

the management policies and the static configuration of 

the SUT (i.e. node IP addresses, communication ports of 

the probe managers of the nodes) are stored. Any changes 

(i.e. adding of a new node, decision to monitor only 

certain components or only the components deployed on a 

particular node) are updated in the whole system by the 

controller. The configuration of the system is achieved via 


������������
 �	3�	���/
 For instance, if the system 

administrator decides to test a new node, the configuration 

controller sends a request to the probing subsystem, which 

deploys the probes necessary to monitor that node. 

Another request is sent to the OTC component, which 

starts the test cases meant to test the activity in that node. 

Next, the probing system begins to collect data from 

the probes deployed in the SUT’s observation points. Data 

is delivered to the OTSs in the form of informational units 

encoded into the internal communication protocol/
 
The OTSs vary from something simple (evaluation of a 

few informational units) to complex behavior descriptions 

with a great number of states. The complex OTSs may 

need to backup information into the system model 

component.  

The communication function between the Test System 

components is realized via an event middleware. The 

components communicate asynchronously by sending and 

receiving 	0	���!
 therefore we need an event middleware, 

which implements a subscribing mechanism and is 

capable of distributing the events. Within the system, the 

same event can be received and processed by more than 

one component. Hence, the communication middleware, 

must support message delivery mechanism based on the 

content of the circulated messages. This way we can group 

together several components, which are interested in 

events coming from a certain component. 

Since a lot of information must be visualized for the 

interaction with the administrator, visualization 

components must subscribe also to the communication 

bus. These special components are called ����	�
and they 

continuously retrieve information about the status of the 

SUT (probed execution environments, probed 

components, deployment steps of a component, 

statistically values etc.). 

 

$��������������
����
 

The performance of the test system depends on its 

ability to monitor the SUT and on the quality of the 

monitored data. The SUT has a dynamical structure: new 

execution environments are plugged-in; the components 

are continuously deployed, started and removed. 

Consequently, an automated solution is needed in the 

probing system. Our solution is especially designed for 

component based SUTs and permits dynamical 

deployment and removal of probes and their 

reconfiguration on the fly. It must be also possible to 

dynamically activate/deactivate probes so that the level of 

granularity and detail of the probing can be tuned from the 
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configuration controller by using operation policies or 

even from the test cases, which can solicit more refined 

data. 

 

OTS

SUT

EEEEEEEE=

> = > =

Probe

Console

Probe

Console

? @ ? @

C C

D D

 

�������%�������������������
��� ��������
�����&����
�	��� The Probe Console starts a Probe Controller for 

each Execution Environment. Further, whenever a new 

component is deployed a set of probes is deployed. 

The probing subsystem is divided into two parts: OTS 

part and SUT part. A probe console controls the overall 

activity in the OTS part of the Probes. To coordinate 

probing related to components running at one EE, a probe 

controller (PC) is deployed for this EE. It communicates 

with its counterpart in the SUT. Whenever a new 

component is deployed in the EE, these controllers 

interchange management information that allows the OTS 

to decide which probes to be deployed in order to monitor 

this component. The deployment and removal of probes 

are coordinated by controllers. The probes (P) are also 

deployed in both sides. Generic messages were defined to 

provide the transportation of any type of probed data; we 

were able to define also a standard interface, which is 

implemented by any probe. 

Functionally, probes manage two classes of events: At 

the interface to the SUT, ��1��	0	�
 	0	���
 generated by 

probe components that instrument the SUT. They can be 

either general events (emitted by all components or EEs) 

or specific events (emitted by certain types of com-

ponents). In opposite to that, ������	0	�
	0	��� are created 

by the probes by performing pre-evaluations on the 

probed information, and capsulate those derived data into 

the internal communication protocol. These data are 

sorted, stored and interpreted by online test cases.

Probes need to be automatically deployed and re-

moved. The management is a complex task, since one has 

to deploy probes for many different observation points. 

Probes can be deployed at the start-up of a component or 

at request, on the base of some administration policies. 

Moreover, when the results of a certain probe do not lead 

to a clear conclusion, the OTS may start other probes to 

perform tests that are more refined. All these problems 

related to the probe management are supported by the 

probe controllers, which continuously retrieve information 

about the status of the deployed probes and about the 

changes in the SUT.�
 

$�%���������	�
���

�
�
 

The OTCs capture the essence of the information recei-

ved from probes. They address in general conformance 

aspects, but also performance of interoperability issues 

can be considered. OTCs are instantiated for each 

deployed component within the SUT. Another controller 

is responsible for their coordination (i.e. start-up, 

execution or removal) and it is created whenever OTS 

registers a new component deployed into an EE. Similar 

to the probing subsystem, an OTC console manages all 

these controllers. Any test case subscribes to the event bus 

by creating a filter for the events of interest. From the 

large amount of events circulated via communication bus, 

there are selected only those relevant for the testing 

purpose.  

As example, we present a very simple test case written 

in TTCN3. It requests each 20 seconds the number of 

packets blocked or passed through a certain firewall (see 

Section 5 for more information) identified by 

_active_service_id. The same numbers are requested also 

for the overall traffic. When both numbers are received 

then some simple analysis is made.  If a certain condition 

is not fulfilled the configuration controller is notified. For 

simplification we eliminated some the code that is 

responsible for connection set-up and internal 

coordination.  

 
// OTC for Operational 
 
testcase OTCO (inout OTCControllerComponent _c,  
               inout integer _mission_id, 
               inout integer _active_node_id,  
               integer _active_service_id) 
runs on OTCOComponent system SystemComponent { 
    var OTCControllerComponent c := _c; 
    var integer mission_id := _mission_id; 
    var integer active_node_id := _active_node_id; 
    var integer active_service_id := _active_service_id; 
     
    // … connect to communication bus 
     
    // receive data and update the database 
    // from time to time make requests for the data 
    while (true) { 
        var integer blockedTMP := 0; 
        var integer timeTMP := 0; 
        var integer passedTMP := 0; 
        var integer blockedAllTMP := 0; 
        var integer timeAllTMP := 0; 
        var integer passedAllTMP := 0; 
                  
                 timer TWait := 20.0; 
        TWait.start; 
        alt { [] TWait.timeout; } 
 
       
        var E_ICP_req V_E_ICP_req; 
        V_E_ICP_req.id := mission_id; 
        V_E_ICP_req.mes.id := mission_id; 
        V_E_ICP_req.mes.res_group :=  
            "OTCO[" & int2str(mission_id) & "]"; 
        V_E_ICP_req.mes.rec_group := "Probe"; 
        V_E_ICP_req.mes.request := "OPERATION_STATUS";         
        V_E_ICP_req.mes.argument.tag := "OPERATION_STATUS"; 
        V_E_ICP_req.mes.argument.req.os_req.mission_id := 
            mission_id; 
        PortToSIENA.send(V_E_ICP_req); 
         
        // for all packects now         
        V_E_ICP_req.id := mission_id; 
        V_E_ICP_req.mes.id := mission_id; 
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        V_E_ICP_req.mes.res_group :=  
            "OTCO[" & int2str(mission_id) & "]"; 
        V_E_ICP_req.mes.rec_group := "Probe"; 
        V_E_ICP_req.mes.request := "OPERATION_STATUS_ALL"; 
        V_E_ICP_req.mes.argument.tag := "OPERATION_STATUS_ALL";   
        V_E_ICP_req.mes.argument.req.os_req.mission_id :=  
            mission_id; 
        PortToSIENA.send(V_E_ICP_req); 
         
        var ICP_res V_ICP_res; 
        var ICP_res V_ICP_resAll; 
        PortToSIENA.receive(T_ICP_res(T_responseType_os)) ->  
            value V_ICP_res; 
        PortToSIENA.receive(T_ICP_res(T_responseType_os_all)) -> 
            value V_ICP_resAll; 
         
        var integer blocked :=   
            V_ICP_res.argument.res.os_res.blocked; 
        var integer time := V_ICP_res.argument.res.os_res.time; 
        var integer passed :=                   
            V_ICP_res.argument.res.os_res.passed; 
 
        var integer blockedAll :=  
            V_ICP_resAll.argument.res.os_res.blocked; 
        var integer timeAll :=   
            V_ICP_resAll.argument.res.os_res.time; 
        var integer passedAll :=  
            V_ICP_resAll.argument.res.os_res.passed; 
 
        // update the DB - with this data; other test cases may  
        // use it 
         
        // make some analysis of the data; 
        var integer cond :=  
            EvaluateData(blocked, passed, blockedAll, passedAll, 
                         time, timeAll,  blockedTMP, passedTMP, 
                         blockedAllTMP, passedAllTMP)  
         
        if (cond  < 1) { 
            blockedAllTMP := blockedAll; 
            passedAllTMP := passedAll; 
            blockedTMP := blocked; 
            passedTMP := passed; 
            timeTMP := time; 
             
            // notify Configuration Controller about this error 
            // these operations are not included 
        } 
    }             
} 
 

$�'��������
����������
��������������
 

Within the test system the components communicate 

via events sent or received through the communication 

bus. The communication is achieved on top of a generic 

protocol and follows a simple request/response scheme or 

comprises of a single, unacknowledged indication. To 

avoid confusion between the events received from probes 

(high level events) and the events generated by test 

components, each event has a type. Each request/response 

pair is associated with a unique identifier, which can be 

obtained from a number server running within the 

configuration controller. 

The concrete data representation and the processing 

mechanisms within the probes and test cases are very 

much dependent on the target system. One important 

contribution at the content of the messages send/received 

via this communication protocol bring the selected 

validation aspects. The protocol we designed is, in large, 

more like a generic message-based interface since any 

type of information can be embedded into the transported 

messages. 

 

5. Case Study 
 

To determine experimentally the validity of the defined 

concepts, a case study is performed. We experimented our 

method on testing the deployment and operation of 

services in an active network architecture. A key feature 

of active networking is to enable network components to 

be designed and deployed by third parties. The Caspian 

active network architecture developed in the EURESCOM 

project P926 and used in our project as target system aims 

to produce a proof of the suitability of active networking 

technology for mobile Internet environments. 

The active network model is adequate to our 

conceptual SUT model. In [22] a conceptual architecture 

for active networks is defined which may be used here as 

a reference. An active network consists of active nodes. 

An active node (AN) comprises of a node operating 

system and one or more execution environments providing 

a programming interface or virtual machine that can be 

programmed or controlled by the active packets. We refer 

to a process that is deployed and running in the execution 

environment of an active node as an (active) service. Once 

deployed, a service is able to perform interactions with 

other net components (not necessarily other (active) 

services, if inter-domain scenarios or end systems are 

considered). 

Caspian’s architecture is presented in Figure 3. In 

Caspian an active node consists of active router and active 

server. The active router receives IP packets from the 

network and fetches them according to predefined filtering 

rules. The packets, which pass through the filters, are sent 

to the active server. Further the packets are delivered to 

the active services running on the Server (these active 

services can be started either at boot or at runtime).  

The tested component is an active firewall service 

component, which filters IP packets based on 

source/destination addresses. Even this simple scenario 

allows experimenting with on-line testing concepts, 

including surveillance of the service and logging of 

success/fault conditions.  
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In order to couple the test system with Caspian some 

modifications in the core and non-core functionality were 

implemented. Nevertheless, the most important enhance-

ment was to provide the probing functionality, which – 

consequently - in this case was implemented itself by 

active services. A main service is the probe manager, 

which communicate with its counterpart in the OTS to 

report all the changes that occur within the Caspian active 

node. The probes coordinated by this probe manager are 

also implemented as services and are dynamically loaded 

on demand at deployment phase. Both, the probe manager 

and the probes reside on a code server and can be acti-

vated or removed like ordinary services. 

The case study instantiates the on-line testing platform 

conceptual architecture described above by the adoption 

and integration of several technologies. For online testing 

of the concrete component, an active firewall, we 

considered several appropriate test cases: 

• �	�0�
	
 ���
 �0����2�	. This fault always may occur 

since the services are usually stored on a web server. 

Either the web server is not available or the 

connection to the server is down, are possible causes 

of this fault. Even these simple scenarios determined 

us to experiment with testing of availability of 

invocated services.  

• =��

���	����+���
������
: Based on knowledge about 

the network one can establish particular characteristic 

values of the circulated traffic. Whenever the traffic 

does not conform to these values something wrong 

could be within the SUT (i.e. a firewall blocks or let 

go through too many packets) 

• (����
��
���+���
�
�	�0�
	. Usually, errors on loading 

a service appear when different resources are not 

available. This was another affordable case where 

online testing makes sense. We experimented with the 

situation where a kernel module is not loaded and 

consequently a service does not work properly. 

• (�����
 ��
 ��	

������������
 ���	: To deploy a service 

into the Caspian platform, a configuration file is 

required. It includes information about the location of 

the service to be deployed and several initialization 

parameters. Such an error can occur when, for 

instance, a not available URL is specified. This fault 

was interesting for us to test particular processing 

steps of start-up of a service. 

 

6. Prototype Implementation 
 

The software enabling the OTS is structured on three 

levels: 

• �2����
�
 ��	
���
�����
 �	0	�:  On this level, the 

behavior of the test system is described in an abstract 

way by using TTCN3 notation. The complex 

behaviour and communication operations of the 

probes and OTCs are specified at this level.  

• �+��������
 ��+
 	5	
�����
 �	0	�: At this level the 

abstract behavior is compiled into concrete 

executable code. This code is deployed into an 

execution environment, which performs the 

operations described in the abstract notation. We also 

implemented an encoder and a decoder for the 

translation of the data from XML to TTCN3. On this 

level reside also the components, which enable 

gauging, controlling or storage capabilities. 

• ����	
����
 �	0	�: Two types of connectors are used: 

��1
 �	0	�
 
���	
���� implemented only in the probe 

components to communicate with the SUT and ����

�	0	�
 
���	
���� to communicate with the event 

middleware.  

Except for the abstract specifications, all the 

components are implemented by using java-based 

technologies. The interchanged messages are describes in 

XML. As it follows, we describe the technology mapping. 

For the system model we used XML based tech-

nologies. To parse XML messages we used JAXP (Java 

APIs for XML Processing) implementation of DOM [7]  

and JAXEN [13]  was chosen to perform Xpath [25] 

queries for data selection.  

The TTCN3 [24]  (test and testing control notation, 3rd 

edition) language is designed to support conformance 

testing, i.e. testing of a concrete implementation against a 

(standardized) specification. TTCN3 therefore provides 

abstraction from concrete data representation by 

incorporating various APIs to translate from concrete to 

abstract test data. Powerful pattern matching allows for 

easy data interpretation at an abstract semantic description 

level.  

In the probing components, we used TTCN3 to 

describe the data structure for the low and high-level 

messages, abstract behavior and the interaction with the 

SUT. TTCN3 was also used for the purpose of data 

analysis and correlation inside the OTCs. Since TTCN-3 

is dedicated to describe test cases and distributed test 

systems, a system of concurrently running test components 

is used for analysis purposes. 

The communication among different software 

components enabling the test system is implemented on 

top of Siena [18] a stand-alone java process that manages 

the distribution of events to interested parties. Siena 

satisfy all the design conditions presented in section 4. 

With the help of Cougaar [5] an open-source Java-

based decentralized coordination infrastructure, we 

implemented the Workflow management by using the 

plug-in mechanisms. All important decisions are met in 

this component configurable with user defined policies.   

Gauging is achieved by using the Jahia WEB Portal 

[12]  Several small JSP pages inside the portal help to 

visualize the most important events related to the activity 
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in the active node. The data is requested from the system 

model base by using servlets and Java Beans. 

 

7. Summary and Future Work 
 

This paper describes the concepts and mechanisms for 

online testing of component based distributed systems. At 

the present time all basic functionality of the OTS 

components (probes, event archive, system model, otc, 

configuration controller and gauges) is complete. Our 

solution proposed and implemented is based on TTCN3, a 

language dedicated to definition of test cases for off-line 

testing, and ensure that it can be easily adopted also for 

online testing. 

We are currently working on adding new probing and 

visualization capabilities for the operational phase. We 

also intend to improve the performance of our system, a 

requirement that was not yet considered, by experimenting 

other available technologies. 

The case study on active network services shown that, 

the on-line testing methods are applicable for validation of 

several behavioral aspects directly in the production phase 

of those services. One essential requirement to enable 

online testing mechanisms is the instrumentation of the 

target system. Special interfaces must be defined between 

the SUT and OTS to make possible probing of the data. 

One step forward in this direction would be to impose to 

define and implement such interfaces at the pre-

deployment phase of the distributed system (if possible to 

standardize). This will avoid the instrumentation phase, 

which obviously requires manually intervention when the 

test purposes regard a deeper knowledge about the SUT. 
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